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Introduction

This document explains the requirements, limitations and suggested steps to follow when a network

administrator wants to deploy Copernic Desktop Search to his network.
Please note that the setup described below explains the way that CDS is meant to be deployed and the way
Copernic will offer most support for. However, in the case of single installs where no network deployment

is used, it is not required to use the deployment methodology described below.

This document is provided for informational purposes.
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Recommended Deployment Methodology

Preparation

e Read the CDS Deployment Guide.
e Check corporate system standards to make sure that they meet minimum system requirements
for CDS.
e Determine users indexing needs:
o Local folder needs (My Documents, e-mail, and other folders).
o Information that may be available on other network shares or sites.
o Security and access to data (determine if shares or network resources would need to be
blocked for some users and made available to others).

o Types of files to be indexed (determine if some file types should not be indexed)

Controlled Testing

e Test the software in a controlled test environment using your company’s standard system
configuration which includes the operating system, commonly installed software and network
resources.

e Review the test results to determine the best practices and to plan a pilot test.

Pilot Testing

e Perform a pilot test using a department or a small group of users and monitor the following for
any problems or issues:
o Deployment
o Network load/performance
o Server loads/performance
o Conflicts with other software
o User requirements and comments
o Unexpected errors or issues
e  Follow-up on the result of the pilot test:
o Resolve and document any challenges encountered.
o Revise your deployment plan and policies as required.

o Create and document a plan for final deployment.

Page 4 of 18



L ) copernic CDS - Deployment Guide

Final Deployment

e Define requirements for helpdesk and end-user training.
e Determine deployment plan.
e Create and then deploy policies for computers and users.

e Deploy Copernic Desktop Search in accordance with the deployment plan.

Pre-Installation Considerations

Before installing Copernic Desktop Search, an administrator must consider the following:

e  System requirements

e  Group Policy

e  Providing enterprise-specific defaults
e  Enterprise search integration

e Impact to Exchange Servers

e Network performance — potential bandwidth impact

In this section, we will look at these factors and explain how Copernic Desktop Search may work for each

situation.

Minimum System Requirements

Operating System: Windows 7 or higher (64-bit recommended).
CPU: 1 gigahertz (GHz) or faster processor
RAM: 2 gigabyte (GB)
Hard Disk:
e Program: at least 500 MB of free disk space during the installation.
¢ Index: 250 MB minimum is recommended. The index size will vary according to the number and
type of documents indexed.

Internet access: Required for license validation.

For email indexing, we recommend the following:

e  Microsoft Outlook 2007 or later
Note We recommend using Outlook in cached mode.

e  Windows Mail (Vista only)
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Windows Live Mail
e FEudoraupto7.1

e Eudora OSE 1.0

e Mozilla Thunderbird

e lotus Notes 7.0.2up to 9

For browsers indexing, we recommend the following:
e  Google Chrome
e Mozilla Firefox 49.0 or later

e Internet Explorer 8 or later

Group Policy Objects

Group Policy Objects (GPO) allow network administrators to manage software from a single point and
publish configuration changes and updates to their users. Multiple policies are available to configure
options, indexing and search behavior. A possible use of Group Policies is to force a configuration to a group

of users. This way, only the network administrator could modify this configuration.

In order to set up an efficient deployment of CDS using Group Policies, a thorough study of the structure to
apply must be done beforehand. Taking the time to organize the deployment groups will increase your

chances in meeting your users’ requirements.

Microsoft Outlook\Exchange and Copernic Desktop Search

CDS supports Outlook indexing in both cached and un-cached mode. However, we recommend using CDS

with Outlook set in cached mode in order to limit server access.

With Microsoft Office Outlook 2007 and later running in cached mode, CDS searches the e-mail messages
and attachments that are stored locally on the user’s computer. This type of indexing greatly reduces the
extra load on the Exchange server and reduces the network bandwidth. However, connections to the server

are still made to allow “on the fly indexing” (monitoring for new items)

If needed, Microsoft Office Outlook 2007 and later versions can be configured via group policy to enforce

cached mode. For more information, please refer to Microsoft’s documentation on the subject.
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Email indexing Policies are available in order to block or enable different email software. Please refer to

“CDS - GPO documentation.doc” for more information.

Network Indexing

You may want to let users index network shares and other network resources. However, this possibility
may come at a cost. This may increase the network traffic to these locations while the users’ systems are

performing their initial indexing. A lower traffic will be seen during index updates.

While you can limit network indexing through Group Policies, you may also want to completely block access
to network indexing. A number of Group Policies are available in order to set up network indexing exactly

as you need it.

Throttling of network files and emails

Policies are available in order to regulating the rate at which the application network indexing is conducted.

Please refer to “CDS - GPO documentation.doc” for more information.

Multiple User Profiles

Each user on a machine will have his or her index created in their profile. However, this index will not follow
the user if he or she logs on to another machine. The index is specific to a machine and will need to be

created each time a user logs on to a new PC.
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Installation considerations

CDS is made available as a single Windows Installer (.msi) file and as a self-executing (.exe) file. For network
deployment, it is suggested to use the .msi installer. The .exe version is provided for convenience purposes.

If you are missing the .exe version, you may contact us for a download link.

Copernic Desktop Search must be installed by a user who has administrator permissions on the computer.
If you are prompted to restart your computer after you install CDS as part of a stand-alone installation or

upgrade, we recommend that you do restart the computer.

In an enterprise environment, CDS can be deployed to all users at the same time using a deployment tool

such as Active Directory.

Once installed, a shortcut is added to the Start menu and on the Desktop.

Upgrading from Copernic Desktop Search 3

CDS 4+ does take into consideration that CDS 3 may be installed on the user’s computer. If that is the case,
it will uninstall CDS 3 and offer the user to import his index and settings from the previous software.
However uninstallation of any earlier version of CDS while keeping the configuration settings is

recommended prior to the installation of CDS.

Upgrading from Copernic Desktop Search (4+)

CDS will automatically upgrade installed CDS version and import the index and settings from the preview

installation.
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Customizing CDS with Group Policy

Group Policy Overview

CDS fully supports Group Policy. Administrators can use Group Policy to apply one or more configurations
to targeted computers by using the administrative template file (.adm or .admx files) which provides the

available policy settings. CDS supports machine based group policies as well as user based policies.

Policies descriptions

Copernic Desktop Search comes with multiple GPOs. Please refer to document named

“CDS - GPO documentation.doc”.

Policies States

Enterprise default settings may be forced to computers in order to preserve a homogenous environment.
When such settings are pushed, if the user tries to change the setting, the setting is not visible or is

unavailable.

Policies have 3 possible states when previewed in the group policy administration system:
e Enabled
e Disabled

e Not Configured

Enabled and Disabled may have various effect, depending on the policy that is being set. Please refer to the

“CDS - GPO documentation.doc” documentation for further information on each state.

As for Not Configured, this state means that the policy will be reverted back to its default value.

Policies Location

When a policy is set, a key is created in the registry. Policies can be set per user or per computer through
the active directory. Policies that are set per computer are created under the following section of the

registry:
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e  HKLM\SOFTWARE\Policies\Copernic\DesktopSearch

Policies that are set per user are created under the following section of the registry:

e  HKCU\SOFTWARE\Policies\Copernic\DesktopSearch

If no policy is applied, the associated key will not be created in the registry.
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Setting up the ADM file and GPOs

Setting up the organizational unit
An organizational unit is a group of users and/or computers to which GPOs (Group Policy Objects) will be

assigned for specific software. In order to create an organizational unit, follow these steps:

1- Logon to the domain controller.

2-  Open the active directory software (such as Microsoft management console).

3- Create a new organizational unit (Right click on domain root = new = organizational unit) or
use one already existing.

4- Right click on the GPO folder and select properties from the drop down list.

@ Let  Delegate Contral...
#-(&5 The  Maove..

D s Fi_rld. o
= k
all Tasks »

Mews Window From Here

Cuk
Delete
Rename
Refresh

Propetties

Help
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5- Once the properties open, select the GPO tab then click on new and give it a name.

Popropertes B

Generall Mataged B_I,II COM+ Group Palicy |

To improve Group Paolicy management, upgrade to the Group Paolicy
M anagement Conzole [GPMLC].

i
Current Group Palicy Object Links for GPO
SRR

Group Policy Object Links | Mo Owernde | Dizabled |

I:::upernic Dezktop Search

Group Policy Objects higher in the list have the highest prionty.
Thiz lizt obtained franm:

New | add. |  Ea | Up |
Hptiamnz... | [elete, .. | Eraperties | [T |

¥ Elock Paolicy inheritance

] I Cancel |

Ay

CDS - Deployment Guide
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Adding users to the group
6- Return to the active directory console (should still be open) and add the desired USER/COMPUTER
to the group. Right click on the query-based distribution group then new > user or new >
computer. This will set to which user/computer the package and GPOs will be pushed. This

operation can also be performed with a drag and drop from the computer and/or user list.

Delegate Contral...

Move. ..
Find...
All Tasks 3 Contack
View s
aew ‘windows from Here LCHETE S

- Query-based Distribution Group
Cut MSMQ Queue Alias
Delete Crganizational Lnit
Rename Printer
Refresh LUser
Export List... Shared Folder
Properties
Help

Adding an ADM, GPO settings and the package
7- From the distribution group’s properties window, select the new GPO group and click on EDIT, this
will open a new window from where you will be able to handle the GPOs, the package and the

ADM file.

|
GPO Properties ﬂ B
Generall Managed By I COM+ Group Policy |

To improve Group Policy management, upgrade to the Group Policy
Management Console [GPMEC).

fa
Current Group Policy Object Links for GPO
L—

Mo Override | Disabled

Group Policy Object Links

= Ip= Mo Cverride

Disabled
Mew
Add...

Group Policy Objects higher in tt =———————tt priciity.

Thiz list obtained fram: Delete. ..
Rename

Mew | g, — Up
Properties
Options... | Delete... T CropEmEs Do |

¥ Block Policy inheritance

QK I Cancel | Lpply |
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Adding the ADM or ADMX template
If you want to use the ADMX / ADML files (recommended), then copy the .admx file in

8-
“C:\Windows\PolicyDefinitions”, the english adml file in “C:\Windows\PolicyDefinitions\en-US”,
german adml file in “C:\Windows\PolicyDefinitions\de-DE” and you may skip to step 10.

If you want to use the classic .adm file, then copy the ADM file (GPO template) in
“C:\WINDOWS\inf” and continue to the next step.
9- In the Group Policy Console add the new template using the “Add/Remove Templates...” option.

This should be done in the folder named “Administrative Template” under the distribution group

tree.

Group Policy console

oup Po anage
File  Action Wiew Help
€= 2m=H

\= Copernic [DC-COP.COPERNIC.LOCAL] F
= & Computer Configuration

Marme |

B qulues . Select an itemto view its description.
_| Software Settings | Software Settings
_| Windows Settings _'Windows Settings
] = P
S _| Administrative Templates
| Prefer AddfRemove Templates P

Filker On

= 4#, User Conf
Filter Options. ..

| Policie '
7| Prefer Re-Apply Filker:
All Tasks 3
Help
K [ | Extended A4 Standard 7

|Manage administrative templates

Add/Remove templates window
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Add/Remove Templates
Current Paolicy Templates:
N arne | Size | Modified |
.......... E Ijlj.._| Eemﬂve |

Browse window to get the ADM file desired

B policy Templates
./._.\. .’l_.\. . - . -
Gl | . = Local Disk (C:) » Windows = inf - - l‘,ﬂ]l Search inf 2]
Organize *  Mew folder ==~ O ﬂ
Bl Desktop Al name - | Date modified | Type |
4 Downloads
- | ServiceModelOperation 3.0.0.0 FHE2011 345 FM Filz Falder
| Recent Places
| ServiceModelService 3.0.0.0 FHE2011 345 FM Filz Falder
= Libraries J SM3veHost 3.0.0.0 FI13/2011 345 PM File folder
3 Dacuments | StarkerEPos 7142009 1:37 AM Filz Falder
o' Music | TAPISRY 11/21/2010 2:59 AM  File Folder
| Pictures | Termservice 11/21j2010 2:52 M Files Falder
Videos
E 1 ushhub 71412009 1:41 AM Filz Falder
E — o Windaws Warkflaw Faundatian 3.0.0.0 732011 345 PM Filz Falder
1% Compuker
fé; Lacal Disk (C:) | WmidpRpl 411/2014 10:56 AM Filz Falder
. Adrinistrative Template-C054, adn 413002014 11;00 & ADM File H
€l Network ll 1
File marme: IAdministrativeTempIate—CDS4.adm j IPoIicy Ternplates j
Open I Cancel |
v

Setting up GPO configuration

10- Once added you can find the new template and browse its different folder. It will be under
“Administrative Template = Copernic Desktop Search” if you choose the ADMX / ADML method
or under “Administrative Template = Classic Administrative Templates (ADM) = Copernic
Desktop Search” if you have used the classic ADM file. This is where it is possible to configure the

GPO settings.
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11- Before adding CDS package, you may want to set some GPO settings like adding the serial number.

Please refer to document named “CDS - GPO documentation.doc” for more information.

Adding the package

12- Now you are ready to add the package. The package will be pushed to any user/computer

previously set. (See step 6). To do so right click on Software settings = Software Installation. Then

click on new > Package. Once done, browse and select the package you want to push via GPO.

B Group Policy Management Editor
File  Action  Yiew Help

=] B3

L A EENEEN 7 s

_: Copernic [C-COP COPERMIC, LOCAL] Palil | Mame =

| Version | Deployment skate | Source

= i Computer Canfiguration

There are no ikems bo show in this wiew,

=[] Policies
=[] Software Settings
- v Hew
| windows Settings
| Administrative Templates  yiew
| Preferences
B 4%, User Configuration Paste
~ Palicies Refresh
| Preferences Exportk List, .,
Propetties
Help
EN I 3| K1

|Creates a new item in this container.

¢ ‘:_)v |‘I - Metwork = 3rvn9yl = Share - l‘gll Search Share F2
Organize *  Mew Folder = ~ [ .@.
- . . )
‘v Eavorites =1 Mame | Date modified | Type | Size
P Deskkop
4 Downloads

1=l Recent Flaces

4 Libraries
3 Diocuments
rJ'- TMusic
= Pictures

B videos

1M Comnputer

a Local Disk {C:)

==

| 2|

File name: ICopernicDesktopSearch.msi

j IWindows Installer packages (*.rj

Qpen I Cancel |

£
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13- After selecting the package, select the “Advanced” method then click ok. Selecting “Assigned”

will automatically install the package when it is pushed, while “Advanced” allows applying

modifications to the deployment, such as changing the software language.

Deploy Software Ed |
Select deployment method:
) Published

" Assigned
¥ advanced

Select thiz option to configure the Publizhed or Azzigned options,
and to apply modifications ko a package.

| k. I Caricel

14- In order to customize the language of CDS, select the “Modifications” tab and click on “Add”. If you

do not wish to change the language then skip to step 15.

Copernic Desktop Search 4 Properties EE
.Generall Deplu:uymentl Upgrade&l Categories  Modifications |Seu:urity|

Modifications or transforms allow pou to customize the package and are
applied to the package in the order shown in the following list:

M odifications:
Mowve g |
Miove Dawn |
Add... Eemove

Important! Do not press O until all transforms are added and ordered

corectly. For mare information, right-click on the Modifications lizt box, and
then click “what's this?

] Cancel
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15- Select the .mst file corresponding to the language desired and click “Open”.

S

e g

(\ I ) |-. = Metwork = 3rvn9y1 = Share

v 2 I Search Share Fe)

Crganize *  Mew Folder

LI Marne *

=] Documents B coperni i 411:194M  MST File
J“- MMusic
=/ Pictures

B2 videos

| Date modified | Type | Siz
= Libraries

1M Computer
’:-i, Local Disk (i)

i'i‘l_l Metwork

T SevnOyl i
1M CHIC-WIN7-DEYZ
1M Esclient LI 4 | —'I
File nare: ICopernicDesktopSearch_Fran;ais.mst j IWindows Installer transform paj
Open I Cancel |
&

16- You may click on OK to close the properties window, the process is complete and users should

have CDS installed upon restarting their computer.

After installation

After these steps are completed, Copernic Desktop Search is installed and configured like desired through

the GPO settings. The user will not have to do anything and will get the same configuration as all users
added in step 7.
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